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Overview 
This document will outline the steps in configuring the processing gateways that can be used with 

PowerObjects’ PowerCharge add-on. 

eProcessing Networks Configuration 
1. Login to the eProcessing website with your user ID and password: 

https://www.eprocessingnetwork.com/MSCLogin.html  

 

2. Select ‘Processing Control’ 

 

 

3. Verify that the box for TDBE is not checked. If this box is checked, attempts to communicate with ePN 

will return as ‘UBlocked’ 

 

 

 

 

 

 

https://www.eprocessingnetwork.com/MSCLogin.html
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4. In the same section scroll down and verify that the restrict key is checked. PowerCharge needs the 

restrict key to work properly 

 

 

5. If you wish to allow ePN to process return (refund) transactions, check the box next to the option 

named, “Allow return/credit transactions” and click the “Save Return Transaction Policy” button. 
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6. Scroll down to the ‘pre-processing’ section and set both Transaction Attempts to 100 and 5. Then click 

the “Update Attempts,” button.  

 

Beanstream Configuration 

BeanStream Merchant ID 

1. In a browser navigate to https://www.beanstream.com/admin/sDefault/asp 

2. Enter your merchant credentials 

3. Navigate to configuration > payment profile configuration 

4. Under the Security Settings section select ‘API Access Passcode’ 

5. Click ‘Generate New Code’ 

6. Scroll to the bottom of the page and locate the ‘Update’ button 

7. Click the ‘Update’ button to save all changes 

8. Enter the API passcode into the appropriate PowerCharge Configuration field 

 

 

https://www.beanstream.com/admin/sDefault/asp
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BeanStream Transaction Username & Password 

1. In a browser navigate to https://www.beanstream.com/admin/sDefault/asp 

2. Enter your merchant credentials 

3. Navigate to administration > order settings 

4. Check the option for “Use username/password validation against transaction” 

5. Click the ‘Update’ button to save all changes 

6. Enter the values into the appropriate PowerCharge Configuration fields 

 

 

 

 

https://www.beanstream.com/admin/sDefault/asp
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BeanStream API Passcode 

1. In a browser navigate to https://www.beanstream.com/admin/sDefault/asp 

2. Enter your merchant credentials 

3. Navigate to configuration > payment profile configuration 

4. Under the Security Settings section select ‘API access passcode’ 

5. Click ‘Generate New Code’ 

6. Scroll to the bottom of the page and locate the ‘Update’ button 

7. Click the ‘Update’ button to save all changes 

8. Enter the API Passcode into the appropriate PowerCharge Configuration field 

 

https://www.beanstream.com/admin/sDefault/asp
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BeanStream Allow Return Transactions 

1. In a browser navigate to https://www.beanstream.com/admin/sDefault/asp 

2. Enter your merchant credentials 

3. Navigate to administration > account > order settings 

4. Uncheck the option for “Restrict Internet Transaction Processing Types” Note: leaving this option 

checked with the ‘Purchase only’ radio button selected will allow PowerCharge to process charges, but will 

block all refund transaction attempts. 

5. Click the ‘Update’ button to save all changes 

 

If you have any trouble finding this information, please contact your merchant account representative 

https://www.beanstream.com/admin/sDefault/asp
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Authorize.net Configuration 

Before your Start 

Verify that the Customer Information Manager (CIM) has been enabled on your Authorize.Net account. Failure 

to activate CIM will result in the following error message when attempting to tokenize credit cards with 

PowerCharge: 

“E00044 Customer Information Manager in not enabled” 

A full list of error codes and requirements can be found in the documentation publicly available on 

Authorize.net’s CIM webpage: http://developer.authorize.net/api/cim/  

PowerCharge Setup 

1. After registering the component with PowerObjects in the ‘Profile Tab’ click the ‘Gateway Setup Tab’ on 

the configuration screen 

2. Select Authorize.net Group option from the dropdown menu and press the ‘Add Item(s)’ button. A list 

of required configuration values will appear in the list. These values are required for PowerCharge to 

properly communicate with Authorize.net 

 

3. If you do not know your API Login and Transaction Key, follow these steps: 

a. Log-in to your Authorize.net administrator account 

b. Navigate to the ‘Account’ tab and select ‘Settings’ on the left navigation bar 

http://developer.authorize.net/api/cim/
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c. Click the option from the list labeled, “API Login ID and Transaction Key” 

 

d. The API Login will be listed near the center of the page 

e. Answer the secret question and press ‘Submit’ to issue a new Transaction Key 

**WARNING** to avoid service disruptions on other systems integrated with your Authorize.net 

account speak with your system administrator before requesting a new Transaction Key. 
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4. If you are using an Authorize.net Sandbox account you will need to change the value of the 

Authorize.net Mode setting 
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Sandbox and Live modes use different authentication credentials. Failure to use the correct API Login 

and Transaction Key with the appropriate Authorize.net mode will result in error code: E00007 when 

attempting to save a credit card in PowerCharge 

For a full list of response and error codes, please review the CIM documentation in the Developer 

Center of Authorize.net’s website: https://www.authorize.net/  

5. Once you have placed the API and transaction Keys in the appropriate places in the Gateway Setup Tab, 

select the ‘Save’ button 

 

Once these values have been successfully saved in the configuration screen, PowerCharge is ready to 

begin tokenizing credit cards. 

Other Notable Features 

- PowerCharge supports refunds with Authorize.net. However, Authorize.net settles transactions as a batch 

only once per day, so attempts to refund against a transaction that has not yet been settled will result in 

the error: “E00027 – The referenced transaction does not meet the criteria for issuing a credit” 

 

Batch transaction settlements can take 24-30 hours depending on the time of transaction and settlement 

workload of the Authorize.net system 

https://www.authorize.net/
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- For security reasons, once a credit card is tokenized with Authorize.net, any changes to the values on a 

CRM record will not be reflected in the CIM interface. Unless, the credit card number and CCV are re-

entered on the CRM record at the time the other values are updated. 

- Deleting a credit card record in CRM will result in the deletion of the corresponding payment profile in 

Authorize.net’s CIM interface. Any remaining PowerCharge transaction records will stay in CRM. 

- By default, Authorize.net will send a transaction receipt to the email address listed on the PowerCharge 

credit card form. This can be disabled in the Account > Settings > Email Receipt section of the 

Authorize.net administration area. 

- The email address, Parent Account and Contact will be listed in the Payment Profile along with the name 

on the credit card. This allows for easy searching within the CIM interface. 
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- Once the record is saved, the credit card is encrypted and the CCV value is removed from the form. These 

values are also encrypted within the CIM interface. These values will not touch the CRM database to ensure 

PCI compliance. 
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